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1. Thelntroduction For Administration

The SIP phone provides a variety of functions for user and can support a wide range of
application from simple to complicated environment. Therefore, it needs an Administrator to
plan, install and set the whole environment of Vol P communications. Especially for a powerful
architecture or requirements, the knowledge of modern networking and Internet technologies
are essential for the 1P phone application.

In principle, the Administration is required to do the following things:

(1) To understand the architecture, resources, and devices of whole environment which
will be involved with the Vol P communications.

(2) To plan the VolP network and prepare all necessary materials what will need for or
happen to the introduction of the IP phone.

(3) To build acommon setting file for most users.

(4) To configure each phone and install then into the network.

(5) And to solve the problems what users encounter during operation.

For (3), (4) and (5) items above, the Administrator could utilize the following itemsin the Table
1.1 to work out.

Table1.1 TheMajor Support Items For Administration

Media Items for usage The Description and What to do with

1 |Insidethe |Firmwareimagefile |To be uploaded to the IP phone. It can be put
CD-ROM into the TTP download server.

2 |[PC's Web Page of IP Phone |To configure the IP phone with a browser
browser running in a PC.

3 |[PC'sDOS [Telnet Command Use Telnet to communicate, control, monitor
Mode and do setting with the IP phone. You may

collect trace log with Telnet.
4 |The Phone |MenusMode For setting major configurations of the phone

1.1 Associating Vol P Phone System With Traditional PBX

At present, there are alot of companies still using traditional PBX/KTS as the voice
communication central system of office. And the Administrator is designated to merge the
new Vol P phones with the existing PBX/KTS. For alarge group of users starting with IP
phones, in genera consideration, aVolP Control system will be introduced. The new trend
for the Vol P Control system is SIP protocol based.

The SIP Server provides call registration, connect/disconnect, control and extension
services, aswell as manages al VolP call activities, like atraditional PBX does. Normally,
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the SIP Server must have afixed real 1P address anyway. But the IP phones don’t need
fixed real IP addresses. The office internal DHCP server could automatically assign virtual
| P addresses to the IP phones.

With the association of VolP system and traditional PBX, you can place different
kinds of VoIP calls. In Figure 1.1, there are 3 types of call thru the connection of SIP
Server. Path (A) shows a Vol P call from IP phone to another |P phone by extension number.
Path (B) shows aVolP call from IP phone to the attached analog phone of Vol P Gateway
by Gateway’ s extension number. And Path (C) illustrates a Vol P phone calls to an
extension analog phone of PBX system.

&

A

ValP
e, MeEtwiork

|

Figure 1.1. TheAssociation of Vol P System With PBX system

1.2 New Application with | P-Enabled PBX System

The communication system architecture of modern enterprise isillustrated in Figure
1.2. IP-enabled PBX system is equipped with Vol P Gateway modules and associated with
a SIP Server. Asusual, it supportsinternal Extension linesto traditional analog phones and
external Trunksto the PSTN public telephone network. At the same time, it may be
installed with aVoice Mail System (VMS) for message recording service. Here, the SIP
Server will act asacall agent to control the routes of VolP calls. Therefore, all users can
take the advantages of IP-enabled PBX features as well as Vol P’ s benefits.

With QoS (Quality of Service) voice priority support on the LAN connection, you
also can connect your notebook or PC to the phone. It will keep the voice quality of VVolP
callsasusual.

- 6 - ©Copyright, All rights reserved, 2003.
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Figure 1.2: The Vol P Network Architecture of Enterprise Office System

1.3 Advanced Vol P Solution in Enter prise Office

For the sake of better management, some enterprises would like to utilize Intranet /Internet
Serversin order to improve administration capabilities. And now, this becomes atrend in
modern Vol P communication environment.

DS SNTP TFTP WWW  DHCP
S Server Server Server  Server
. Backup '
‘ E-IP Server |
| ~ )|Proxy[
“"'_'- Hﬂlﬂiﬂl’ﬂf
EY

Internet or Intranet SIP Server

Administrator

Figure 1.3. The Advanced System Architecture For Vol P Application

There are some general servers, such as DHCP server, WWW (Web) server, FTP/TFTP server,
DNS server, SNTP server and SIP Server usually used to support the VolP communication
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service. Different server could offer different function. However, they are al NOT essential
equipments but useful for administrator to do management job better. Regarding the function
and the protocol of each server, please refer to following table.

PC or Server |To|IP Phone as |Description of Function

Http Client » Web Server (1) Configure the phone through web interface.

(Browser W [P (2) Download the current profile and save to PC.
Running on « (3) Upload a profile to the phone.

Administrator (4) Issue afirmware upgrade through web page.
PC.)

SIP Server « |Endpoint Phone will register to the SIP server. All phones
register to the same server can call each other by

number.
[Remarksg]: It is recommended for enterprise or office user.

DHCP Server |» [DHCPclient |IP Phone can lease an IP address from DHCP server
and configure the network settings according to the
DHCP server’s response.

DNS Server « |DNSclient |All SIPrelated address could be adomain name. The

IP Phone will do aquery to DNS server for the real 1P address
of this domain name.

SNTP Server |« |SNTPclient [The IP Phone can automatically synchronize its system
time with the NTP server.

FTP Server » FTPclient For downloading firmware and automatic
configuration.

Telnet client | » |Telnet Server |PC to use Telnet command to manage IP phone

(TeI net S'W [Remarks]: It is an optional but very common for Administrator.
Running on Telnet can get more data and report from the I P phone. Besides,
Administrator Troubleshooting engineer likes to use it for issuing debugging
PC) commands.

8 - ©Copyright, All rights reserved, 2003.
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Chapter 2

2. The Definition of Parts

2.1 Definition of Keys

MENUZ

©

[MENUS]

Press this key to enter Menus mode for configuring the |P Phone. Press this key again to
Save and/or Exit from the Menus mode.

®0 e
Soft keys
There are 3 soft keys with vertical lines connecting to the LCD screen. With these soft

keys, user may select the desired corresponding item from which shows on the screen. For
next group of selectable items, user may press the corresponding key of “Next”.

® 0
[T [v]

These 2 keys are located inside the Soft key array. Usually, these two keysisused in
menu mode as the navigation keys to browse previous/ next available options.
Sometimes, it will be used as increase/decrease volume in menu mode. During editing

E |
string or |P address, the ‘ will be used as backspace.
Outside Menus mode, they can be used to adjust the volume of speakerphone or handset,
when the handset has been picking up or using speakerphone.

o
‘ [[]] (Same as ENTER)

Thiskey is aso located in soft key array. Press this key to Enter edit mode or confirm the
Setting in current page.

CANCEL

©

[CANCEL]
Press this key to Cancel current setting(s) and go back to the upper level menu without
change. During dialing phase, this key is also used as a backspace.

MUTE

o

[MUTE]
Press this key to mute the microphone.

©Copyright, All rights reserved, 2003. -9 -
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KFRICHF

[XFR / CNF]
Press this key to transfer the current call to another one. Currently this button isfor
transfer function only.

®
[HOLD]
Press this key to hold current call and pick up another line.

%f‘g
[SPKR]

Press this key to pick up the phone in hand-free mode. If the key is already in hand-free
mode, pressing this key will hang up the phone.

Riyil.
[REDIAL]
Press this key to invoke the last number dialed and make call immediately.

o
[MSG](* Reserved)
Press this key to retrieve the voice mailbox.

Programmable Feature buttons
There are 5 buttons |ocated above the numeric keypad and without any printing above.
Starting from the most left one, these buttons are referred to Key P1, Key P2, ... to Key

P5 respectively. The detail description of available functions will be shown in section 2.3.

2.2 The Definition of LED Satus

On the panel of phone, there are two LED indicators. One is associated with SPKR
key (referred as LED1) and the other is marked “MSG / LINE” (referred as LED?2). The first
one LED ismainly for the status display of Line# 1. And the second LED isfor the status
display of Line # 2 and Message Waiting. The following table describes the detailed
definition of LED status.

Table 2.1. The Definitions Of LED Satus
RED | Green
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Red Steady |Red Flashing Green Steady |Green Flashing
MSG / LINE |® Downloading |4 Line 2 has a holding call |4 Line 2 is engaging |N/A
(LED2) @ Booting or incoming call. (When
engage line 1)
@ Message Waiting (When
IDLE)
SPKR @ Downloading |4 Line 1 has a holding call |4 Line 1is engaging |4 Ringing
(LED1) # Booting or incoming call. (When 4 DND, Call Forward
engage line 2)

[Remark] Line #1 statusis always shown on the “SPKR” LED while the Line #2 status
isaways displayed on the “MSG / LINE” LED. And when alineisheld, the LED is
turned to flashing. When the line is resumed again, the LED will light steadily again.

2.3 The Definition of Programmable Features

The programmabl e features can be enabled and mapped to the programmable feature
buttons on the phone panel. The Administrator (or user) may configure these features via
Menus, Web-management, Telnet, or Administrator tool. The following list shows basic
programmabl e features for selection.

(1) Speed Dial:

This function aim to provide a shortcut for users to access most
frequently used numbers or important numbers. Up to 10 sets of numbers
mapping to the number keys (0,1...9). User may invoke predefined
numbers by a speed dia key plus a number key. For example, the
programmable button P1 is programmed to perform Speed Dial function
and the predefined number for keypad 1 is defined as“100”. User can
click P1 then click keypad 1 to invoke the speed dial number “100”. User
will see anumber “100” show on the screen. The following operation is
exactly the same as he just dialed the three digits (“100”) one by one.

(2) Call Record:

This function provides away to review the call history stored in memory.
There are 3 different types of call history the outgoing calls, the

incoming calls and missed calls. The call history records the latest 10 sets
of numbersfor each type. User may review the record, maintain the
record (delete single number or delete entire record) and dial the number
in the record.

(3 PhoneBook:

When pressing this programmabl e button, the phone book is prompted to
the Menus display. A maximum of 100 sets of phone number can be
stored in the phone book. User may view, modify and delete the phone
number (or 1P address) and its associated Name.

©Copyright, All rights reserved, 2003. - 11 -
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(4)

(%)

(6)

(7)

(8)

Call Forward:

With this feature, the IP phone will execute the extension service of “Call
Forward”. The call-forward function will be invoked base on 3 different
conditions. First, unconditional forward, user may enable this and all
incoming call will forward to another number defined by the user
immediately. Second, forward on busy, as the name explained, the
incoming call will be forward to another number defined by the user as
long as al lines on this phone is occupied. Third, forward on no answer,
user may enable this function and all incoming call will forward to
another number defined by the user when the incoming call was not
answered for a certain period of time (Also defined by the user). With
this call-forward feature, user can implement a so-called “follow me’ on
this phone without the SIP server support.

Conference:

By selecting this function this phone can bridge two existing calls and do
a 3-Way conference through this button.

Lock IP-Phone:

Upon pressing this key, the phone will jump to lock state. User will need
to provide his password to unlock the phone before he can access the
service. This function aim to provide away to protect the phone form
unauthorized user.

Use DND:

By selecting this function user can turn on/off Do Not Disturb (DND)
function by a single click on this button.

HOT Speeddial:

By selecting this function user can immediately place a call to predefined
number by a single click on this button. The predefined numbers are the
first 5 entries of the speed dial numbers. (Speed dial 0 to Speed dia 4)
The predefined hot-speed-dial number for the programmable button 1 is
the speed dial 0 and the predefined hot-speed-dial number for the
programmabl e button 5 is the speed dial 4.

12 - ©Copyright, All rights reserved, 2003.
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3. The Administration Settingin Menus

The LCD Screen provides 2 lines information with atotal of 32 charactersfor the
operation of Menus. Administrator may use it to configure the IP phone. For detailed
descriptions, please refer to User’s Manual of 1P phone. In this Guide, only the portion related
with Administration will be introduced. You may press [MENUS] key on the phone to enter
Menus mode for Administrative configuration. Basically, the menu operation is exactly the
same as user mode menu. Except, the [Admin] menu for administrator has more advance
settings. Here we focus on the advanced settings for administrator, please refer to the user’s
manual for regular settings.

[MENUS OPERATION]

Menu Sel ecti on:
TCPI P Adm n Next

TCPIP: TCPIP network settings.
Admin: The advance setting goes here.
[CANCEL]: to go back to the upper page.

o
To enter Administration page, please select [Admin] section by pressing ‘ inthis
menu. You have to provide password to enter this section. For the administrator, please
enter the administrator’s password. The Admin section will unveill much more advance

settings than using user’ s password.

[Admin]:
A password is required for entering the Administration mode.
Index  |LCD Screen Description of Action
0 Adm n Passwor d: Administrator authentication:
[ | The factory default password is[1234]

Error, Password:

If password is matched, the following page
will be entered.

If Password iswrong, this screen will show up
and prompt you to enter password again.

[CANCEL]: to go back to the upper page

Adm n Setting:
Phone Acct Next

1’ st Administration menu.

[1]: Phone: Configure the phone number of this
phone.

[C): Acct: Configure the account of this phone.

[u]: Next: Next Administration menu.

[CANCEL]: to go back to the upper page.

©Copyright, All rights reserved, 2003.
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3 Adm n Setting:
4 NAT SIP  Next

2'nd Administration menu:

[T]: NAT: Configure the NAT traversa
mechanism.

[L): SIP: Configure the SIP settings of this
phone.

[u]: Next: Next Administration menu.

[CANCEL]: to go back to the upper page.

5 Adm n Setting:
Pr ogram Next

3'rd Administration menu:

[1]: Program: Configure the function of 5
programmabl e buttons.

[L]: No action.

[u]: Next: Next Administration menu.

[CANCEL]: to go back to the upper page.

6 Adm n Setting:
Downl oad Next

4'th Administration menu:
[1]: Download: Download firmware.
[[]]: No action.

[u]: Next: Next Administration menu.
[CANCEL]: to go back to the upper page.

7 Adm n Setting:
8 Reset Boot Hone

5'th Administration menu:
[1]: Reset: Reset the setting to factory default.
[[]: Reboot the phone.

[v]: Go to 1’ st Administration menu.
[CANCEL]: to go back to the upper page.

Phone number setting
1 Edit Phone No:
1008

Account setting
2 Account Setti ng:

2.1 Adm n User
2.2

2.1 Adm n Setting:

211 Nanme Passwor d
2.1.2

2.1.1 Nane Setting:
adnmi njj

Edit the phone number of this phone.
[1]: Backspace.

[L]: Confirm the current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.

Edit the phone number of this phone.

[1]: Backspace.

[O]: Confirm the current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.
Edit the administrator user name and password
of this phone.

[T]: Name: Administrator user name.

[[]: Password: Administrator password.

[v]: No action.

[CANCEL]: to go back to the upper page.
Edit the administrator user name

[1]: Backspace.

[[]: Confirm and save current editing result.

14 - ©Copyright, All rights reserved, 2003.
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212

2121

2122

2123

2.2
221
222

221

222

2221

Change Password:
New: |

Confirm Agai n:
New: |

Password Error:

Retry Cancel
Passwor d
Change K Back

User Setting:
Name Password

Nane Setti ng:
user |

Change Password:
New. |

Confirm Agai n:
New. |

[u]: No action.

[CANCEL]: to go back to the upper page.

Change administrator password:

[1]: Backspace.

[[]: Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

Confirm the new password:

[1]: Backspace.

[[]: Confirm current editing result. If the
confirmed password and the new
password are the same, the 2.1.2.3 shows
up. If they are not consistent, the next
screen shows up.

[u]: No action.

[CANCEL]: to go back to the upper page.

The two input are not consistent:

[1]: Retry: Goto 2.1.2.

[[J]: No action.

[v]: Cancel: Goto 2.1.

[CANCEL]: to go back to the upper page.
Password changed OK.

[1]: No action.

[[J]: No action.

[v]: Back: Goto 2.1.

[CANCEL]: to go back to the upper page.
Edit the administrator user name and password
of this phone.

[T]: Name: Administrator user name.

[L): Password: Administrator password.

[u]: No action.

[CANCEL]: to go back to the upper page.

Edit the user username

[1]: Backspace.

[L]: Confirm and save current editing result.

[u]: No action.

[CANCEL]: to go back to the upper page.

Change user password:

[1]: Backspace.

[L]: Confirm and save current editing result.

[u]: No action.

[CANCEL]: to go back to the upper page.

Confirm the new password:

[1]: Backspace.

[L): Confirm current editing result. If the
confirmed password and the new
password are the same, the 2.2.2.3 shows

©Copyright, All rights reserved, 2003.
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2222 Password Error:
Retry Cancel

2223 Password
Change K Back

NAT setting
3 TCP/ 1 P NAT:

i1 NATTyp STUN Next
3.

3.1 NAT Type:
< None >

3.2 Edit STUN Server:

321 | P Port Back
322

321 Edit STUN Server
0.0.0.00H

322 STUN Server Port
3478}

up. If they are not consistent, the next
screen shows up.
[v]: No action.
[CANCEL]: to go back to the upper page.
The two input are not consistent:
[1]: Retry: Goto 2.2.2.

[[J]: No action.

[v]: Cancel: Goto 2.2.

[CANCEL]: to go back to the upper page.
Password changed OK.

[1]: No action.

[[J]: No action.

[v]: Back: Goto E.1.2.1.

[CANCEL]: to go back to the upper page.

1'st NAT setting page.

[T]: NATTyp: Select the NAT traversal
mechanism.

[L]: Configure STUN related settings.

[L]: Next NAT setting page.

[CANCEL]: to go back to the upper page.

Select the NAT traversal mechanism:

[T]: Previous option.

[L]: Confirm and save current selection.

[v]: Next option.

The available options are:

¢ None

4 STUN

¢ SIPPING

€ Port Mapping

€ UDP Heartbeat

[CANCEL]: to go back to the upper page.

STUN setting page.

[T]: IP: STUN server address.

[L): Port: STUN server port.

[v]: Back: Go back to 3.1.

[CANCEL]: to go back to the upper page.

Configure the STUN server.

[1]: Backspace.

[L]: Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

Configure the STUN server port.

[1]: Backspace.

[L]: Confirm and save current editing result.

[v]: No action.
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TCP/ |

NAT:

SPi ng

PMap

Next

33 S| PPi ng Ti me( ns)
100000

3.4 Edit Port Map

341 Esrv Signal Next
34.2

34.1 Edit Extern Srv
61.222.54. 166}

3.4.2 Extrn signal port
360000

343 Edit Port Map
344 Rtpl Rtp2 Back

343 Extern RTP Port1l
360108

344 Extern RTP Port2
360208

[CANCEL]: to go back to the upper page.
2'nd NAT setting page.

[1]: SPing: SIPPING related settings.
[[J]: PMap: Port mapping related settings.
[u]: Next NAT setting page.

[CANCEL]: to go back to the upper page.

Configure the SIPPING interval.

[1]: Backspace.

[L): Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

1’ st Port mapping setting page.

[1]: Esrv: External router address.

[[]: Signal: External SIP signaing port.

[u]: Next Port mapping setting page.

[CANCEL]: to go back to the upper page.

Configure the external router address.

[1]: Backspace.

[[]: Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

Configure the external signaling port.

[1]: Backspace.

[[]: Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

2'nd Port mapping setting page.

[1]: Rtpl: Externa RTP port for channel 1.

[[]: Rtp2: External RTP port for channel 2.

[u]: Back: Back to first Port mapping setting
page.

[CANCEL]: to go back to the upper page.

Configure the external RTP port for channel 1.

[t]: Backspace.

[L): Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

Configure the external RTP port for channel 2.

[t]: Backspace.

[[): Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

©Copyright, All rights reserved, 2003.
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35 TCP/ | P NAT:
OpHeader Back

35 NAT Option Head

351 OpHeadl OpHead?2

35.2

35.1 Optional Headerl
|

352 Opti onal Header 2
|

SIP setting

4 SIP Setting:

41 Srv Aut hen Next

4.2

4.1 SIP Server Setup:

411 Proxy OBSrv Next

4.1.2

411 Edit Proxy Addr:
192. 168. 2. 171}

412 Qut bound proxy :
192. 168. 2. 18}}

413 SIP Server Setup:

414 Reg. QutReg Port

4.15

3'rd NAT settings page

[1]: OpHeader: Optional header settings page.
[[J]: No action.

[v]: Back: Back to 1'st NAT settings page.
[CANCEL]: to go back to the upper page.

3'rd NAT settings page

[T]: OpHeader: Optional header settings page.
[[J]: No action.

[v]: Back: Back to 1'st NAT settings page.
[CANCEL]: to go back to the upper page.
Configure first optional header.

[1]: Backspace.

[L]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Configure second optional header.

[1]: Backspace.

[L]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.

1’ st SIP setting page.

[T]: Srv: Configure SIP related servers.

[L): Authen: Configure the authentication id
and password.

[v]: Next SIP setting page.

[CANCEL]: to go back to the upper page.

1'st SIP server setting page.

[T]: Proxy: Configure the proxy (domain).

[[]]: OBSrv: Configure the outbound proxy.

[v]: Next SIP server setting page.

[CANCEL]: to go back to the upper page.

Configure proxy.

[T]: Backspace.

[[]: Confirm and save current editing result.

[u]: No action.

[CANCEL]: to go back to the upper page.

Configure outbound proxy.

[1]: Backspace.

[[]: Confirm and save current editing result.

[u]: No action.

[CANCEL]: to go back to the upper page.

2'nd SIP server setting page.

[1]: Reg.: Configure the REGISTRAR.

[[]: OutReg: Configure the outbound
REGISTRAR.
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4.1.3 Regi strar Server:

192. 168. 2. 171

4.14 Qut bound Regi str
192.168. 2. 18§

415 SIP Server Port

4151 Local Srv Back
4152

4151 SIP Local Port
50600

4152 Qut bound Port
5060

4.3 SIP Setting:
44 DTMF CODEC Next

43 DTMF Type:
< RFC2833 >

[v]: Port: Configure the server port.
[CANCEL]: to go back to the upper page.
Configure REGISTRAR.

[1]: Backspace.

[[]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Configure outbound REGISTRAR.

[1]: Backspace.

[[]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Configure SIP related port setting.

[1]: Local: Local port.

[[]: Srv: Server Port.

[v]: Back: Back to first SIP server setting page.

[CANCEL]: to go back to the upper page.
Configure SIPlocal port (client port).

[t]: Backspace.

[[]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Configure SIP server port.

[t]: Backspace.

[[): Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
2'nd SIP setting page.

[t]: DTMF: Configure the DTMF option.

[[J]: CODEC: Configure the CODEC.
[v]: Next SIP setting page.

[CANCEL]: to go back to the upper page.
DTMF configuration:

[t]: Previous option.

[[]: Confirm and save current selection.
[v]: Next option.

The options are:

4 NONE

¢ TonelnBand

¢ RFC2833

¢ RFC2833+Tone

¢ SIPINFO

[CANCEL]: to go back to the upper page.

©Copyright, All rights reserved, 2003.
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4.4

441

4.5
4.6

4.5

Codec Setting:
<G 711u- | aw>

Gr11u-1l aw Pri :
< First >

SIP Setting:
Ptinme Cal |l D Next

Ptinme Setting:
< 20ms >

Preferred Codec settings:

You have to select a specific codec to set the
priority of them one by one.

[1]: Previous codec.

[[]: Go on to modify the priority of this codec.
[v]: Next codec.

The codecs are:

¢ GT71lu-law

¢ G7lalaw

¢ G7231

¢ G729

[CANCEL]: to go back to the upper page.
Change the codec priority. (In this case we
change the priority of G711u-law).

[T]: Previous option.

[[]: Confirm and save current selection.

[v]: Next option.

Currently we have 4 different codecs: So the
valid options are:

¢ NONE (Don't use)

¢ First

¢ Second

¢ Third

€ Forth

Once, you change the priority of one codec, the
other codecs will change their priority
accordingly.

[CANCEL]: to go back to the upper page.
3'rd SIP setting page.

[T]: Ptime: Configure the packet time.

[L]: CallD: Configure the caller-1D.
[v]: Next SIP setting page.

[CANCEL]: to go back to the upper page.
Packet time setting

[T]: Previous option.

[C]: Confirm and save current selection.
[v]: Next option.

The valid options are:

10ms

¢ 20ms
¢ 30ms
¢ 40ms
L 4

4

*

50ms
60ms
[CANCEL]: to go back to the upper page.
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4.6
46.1
4.6.2

4.6.2

4.7
4.8

4.7

Caller ID Setting
Enabl e Nane Back

Call er | D Nane:

||
SIP Setting:
Ur | Nane Back

Ul Nanme Setting:
|

Caller ID related setting
[1]: Enable/Disable sending caller ID.

[[]: Configure the DisplayName.

[v]: Back to 3'rd SIP setting page.

CANCEL]: to go back to the upper page.

Configure the DisplayName.

[1]: Backspace.

[[]: Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

4'th SIP setting page.

[t]: UrIName: Configure usernamein SIP
URL.

[J]: No action.

[v]: Back to first SIP setting page.

[CANCEL]: to go back to the upper page.

Configure the username used in the SIP URL.

[1]: Backspace.

[[]: Confirm and save current editing result.

[v]: No action.

[CANCEL]: to go back to the upper page.

Configure programmabl e button features

5

5.1

Program Key: [ P1]
< Speed Dial >

Edit Program [ P1]
< Speed Dial >

Browsing the current setting of programmable
buttons. The upper right corner isthe
index of programmable button (P1~P5).

[1]: Pervious programmabl e button.

[[): Configure the selected programmable
button.

[v]: Next programmabl e button.

[CANCEL]: to go back to the upper page.

Edit selected programmable button

[t]: Pervious function.

[[]: Confirm to set the selected function to this
programmabl e button.

[u]: Next function.

The functions are:

Speed Did

¢ Call Record

4 Phone Book

¢ Cal Forward

€ Conference

2

L 4

2

2

Lock Phone
Used DND
Hot Speed Dial
[CANCEL]: to go back to the upper page.

©Copyright, All rights reserved, 2003.

- 21 -



IP Phone Administrator Guide

Download Settings

6

6.1
6.2
6.3

6.1

6.1.1
6.1.2
6.1.3

6.1.1

6.1.2

6.1.3

6.2

6.3

Downl oad Setting
FTP 1 mage Profi l

FTP Server:
IP User Pswd

FTP Server 1|P:
192.168. 5. 20§}

FTP User:
root |}

FTP Password:
|

Downl oad | mage
Yes No

Downl oad | mage
Yes No

Reset to factory default setting

7

Reset Defaul t:
Yes No

Firmware and profile download setting:
[1]: Configuration FTP related settings.

[[]]: Download firmware image.

[v]: Configure the profile file name.
CANCEL]: to go back to the upper page.
FTPrelated setting:

[T]: Configure FTP server address.

[L): Configure the username for FTP account.
[v]: Configure the password for FTP account.
CANCEL]: to go back to the upper page.
Configure the FTP server address

[T]: Backspace.

[[]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Configure the FTP username

[1]: Backspace.

[[]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Configure the FTP password

[1]: Backspace.

[L]: Confirm and save current editing result.
[v]: No action.

[CANCEL]: to go back to the upper page.
Download image:

[T]: Yes: Start downloading the firmware.

[L]: No: Back to previous page.

[v]: No action.

CANCEL]: to go back to the upper page.
Download image:

[1]: Yes: Start downloading the profile.
[L]: No: Back to previous page.

[v]: No action.

CANCEL]: to go back to the upper page.

Reset to factory default:

[1]: Yes: Reset to factory default.

[L]: No: Back to previous page.

[v]: No action.

CANCEL]: to go back to the upper page.
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Boot
7 Warn Boot : Reboot the phone
Yes No [1]: Yes: Reboot the phone.
[CJ]: No: Back to previous page.
[v]: No action.

CANCEL]: to go back to the upper page.
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Chapter 4

ow to Contigure TP Phone Through Web Page

Accessing the phone through web browser, just smply enter the “ http://192.168.1.10” in the
location field of the browser. (If you are not sure about the |P address, you can examine the
current 1P address through Info menu.)

4.1 Login:

The following dialog box will pop up and prompt you to provide the user name and password in
order to prevent unauthorized user access the phone. Please enter the administrator’ s username
and password.

)

Link o 192.168.1.10 2JES

SIF Phome

Useimare: (113 | L% M

Passwowl: (F) | |

[] To remenier o passrord (R

[ Confiin ][ Cancel ]
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4.2 Default Page:
The following is the default page you will see when you login the phone' s web page.

SIP Phone IP Phone

Fhone Ferscral FhioneB ook T CIFi= SIF 2y S1EIT Rebaol

Wersiom 1 0L
Plioma Saftlnigs

Harrdzat M Pl Handsal Speakar g |

Specabier MG L Spaakarphons § =

Hinig Tore Walume |3 |t Hide Tane Yolyme & [

Erable Echo Cancelles ] Enable WaD4-CING il

Toms Typa Liger [afined 1w Ring Typa Uer Dafirsed e
DTMF Relay RECHII+Tone » Enahle DRD |

Ersbie Auln Arswer O Enable Phore Lok =

=l

Piagiaminakls Bamen Senings

Programmaiss Suion 1 Lock B-Fhong :":
Friogiammatde Bullon 2 Sz D _‘"
Frivgiamimate Bullom 3 Spezesed e _‘"-
Frigiammeaihe Ditlomn d S Dial _""-
Programmabie Bullon 5 Corfapere |
|. Sava sstings [| Cancsl. | | Logout

4.3 Administrator’s Menu:
The upper area of the web page is the menu of all configuration categories. You can click on the
menu items to select different group of settings.

SIP Phone IP Phone

Phone Personal PhoneBook TCPIIP SIP  System Reboot
“ersion: 1.0.08

When mouse pointer move over the menu item, the menu item will highlighted and the cursor
will change to a hand indicating this item can be clicked.

SIP Phone IP Phone

Personal PhoneBook TCPIIP SIP  System Reboot

“ersion: 1.0.08
When you click on the menu item, the web page will change to different setting page.

Basically, there are only two pages that are different to what user can see through web. The first
oneis system page. The system page for administrator is much more complicated then user’s
one. All major maintenance functions are available only to the administrator. The second
different page is the SIP page. Only administrator can access this page. Other regular pages
have been described in detail in the user’s manual. Please refer to the user’ s manual for other
pages. In this manual we focus on the administrator specific function that can be performed
through web.
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4.4 Administrator’s system page

Bccoumt Seftings
Adminisiratar Mame admin Adminisiraior Passsnnd -
User Mama user User Password wewe
HAT Sattings
HAT Type o w
STUM Rems
STUN Sener [P n.ooa STUN Senver Port 3473
SIF Fing
SIP FING Inbasaal Timems] B000
Ciplional SIP Header
Ciplional Header 1 Ciptional Header 2
Fort Mapping
Exlern Howter IF Exlern Zignal For Sal
Exbern RTF Part 1 300& Extern RTF Part 2 a00d
System Optisnal Hemes
Enable Multi-Ling Enable Corderante
Enable M1 O Waice Mal Senver
Enable Qo% Cl wLAR ID 0000
WLAM Prianty [ | TOSMfermntialed Samicas 1001
Provisiomding Semimgs
Enable o Prowsioning |
FTP Samer [P Addrass 193,168 5 X FTP Diractony
FTF Liser Mams Lo ] F 1 Fasswannd X T
FT® Image Mame lpPhane. kn FTF Profile Mams 00033304 36 121
Save satings FTP Image Update ||  FTP Proile Updato | Download Sattrgs || Logout

Salect Frofite o Liphosd

Uplnad Prafie |

Faature key

| Sand Key

Here is the description of each field.

El nipiias

Field Name Function

Administrator Name The administrator username.

Administrator Password [The administrator password.

User Name The user username.
User Password The user password.
NAT Type NAT traversal mechanism selection.

STUN Server IP STUN server address.

STUN Server Port

STUN server port.
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SIP PING Interval
Time(ms)

SIP PING fregquency.

Optional Header 1

Optional SIP header in message.

Optional Header 2

Optional SIP header in message.

Extern Router IP

The external router address for port mapping

Extern Signal Port

The external SIP signaling port for port mapping.

Extern RTP Port 1

The external RTP port for port mapping.

Extern RTP Port 2

The external RTP port for port mapping.

Enable Multi-Line

Enable the phone to use 2-lines. (default enabled)

Enable Conference

Enable the phone bridged 3-way conference. (default enabled)

Enable MWI Subscribe to voice mail server.
Voice Mail Server Voice mail server address.
Enable QOS Enable VLAN.

VLAN ID VLAN ID.

VLAN Priority VLAN Priority selection.
TOS/Differentiated TOS/Differentiated Services ID.
Services

Enable Auto Provisioning

Enable Auto Provisioning.

FTP server IP Address

FTP server address.

FTP Directory

FTP directory where the firmware and profile located.

FTP User Name

Username of the account on the FTP server.

FTP Password

Password of the account on the FTP server.

FTP Image Name

Firmware file name.

FTP Profile Name

Profile file name.

Buttons:

Save Settings

Save changes in this page to the phone.

FTP Image Update

Click on this button to issue a firmware download.

FTP Profile Update

Click on this button to issue a profile download.

Download Settings

Save the current settings on the phoneto local filein PC.

Logout

Logout and close the browser window.

4.4.1 Profile upload field:

=elect Profile to Upload:

|EI|'|:|wse |

pload Profile

Buttons:
Save Settings Save changesin this page to the phone.
Browse Click this button will invoke the explorer to locate the profile to

be uploaded.

Upload Profile

Upload the selected profile to phone. The phone will modify the
settings according to the profile.
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4.4.2 FeatureKey field

Feature key

mend Key

Administrator can input specific keysto turn on some optional features.

4.5 SIP page:

Frong Numibes S
SIF Proey Sener 15921
Siarenr P SO0
Saghonzed Acoound Mame 2
Regestrar Sanar

Riasfpeatrar Expira Timss [gac) (1]
Enable Caller ID b
Uggr Marne For LIS

RTR Part 1 B0E
Codat GT.1 1 u-low MNone
Codec 57231

Codec 5.729

SIF 5 et g
a2 17 Cligtzamd Py S e
Lacal Por S0a0
Sathonzed Passwond LEE e L
Regestrar Lukhound Serses
Display Mame
Medla Settings

RTP Port 2 a00a

W Codas G711 a-low Firsl W
5.723 1 Bil Rale
Iledia Packet Trme 20(ms) |#

| Sawe settings || Cancel || Logout

Here is the description of each field.

Field Name

Function

Phone Number

Phone number assigned to the phone.

SIP Proxy Server

SIP proxy server address.

Outbound Proxy Server

Outbound proxy server address.

Authorized Account
Name

Authentication username.

Authorized Password

Authentication password.

Registrar Server

Registrar server address.

Registrar Outbound
Server

Registrar outbound server address.

Registrar Expire Time

Expiration time for REGISTER request.

Enabled Caller ID

Enable sending Display Name.

Display Name The Display Name field in SIP message.
User Name For URL The User field for the SIP URI.

RTP Port 1 RTP Port for channel 1.

RTP Port 2 RTP Port for channdl 2.

Codec G.711u-law

Set the preference of G.711u-law.

28
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Codec G.711a-law

Set the preference of G.711a-law.

Codec G.723.1

Set the preference of G.723.1

G.723.1 Bit Rate Set the bit rate for G723.1

G.729 Set the preference of G729

Media Packet Time Packet Time.
Buttons:

Save Settings Save changesin this page to the phone.
Cancel Discard all changesin this page.
Logout Logout and close the browser window.
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rovisoning

5.1 Upgrade Firmware Through FTP
This section describes how to download the image file from FTP server to upgrade the

firmware in IP-Phone. The following figure (Figure 5.1) shows the basic framework for
firmware upgrade through FTP.

‘?er-..'a-r

Fiun Webs Browssr
. To IP Phang
}— lntamat or Intranat

H-Hl software Binary
Configuration File

Figure5.1. The Basic Download Architecture

Prepare the FTP server:

1. Makesurethe FTP server has been properly installed in the server.

2. Create an account for this IP-Phone. (You may use pre-created account as long asiit still
valid.)

3. Put thefirmwarefile in the directory where the specific account has authorization to
access.

Configure the phone to be ready for FTP access:

1. Configurethe correct FTP server address.

Configure the correct account username.

Configure the correct account password.

Configure the file name to be downloaded.

Configure the directory where the file located on the server. If the fileis putted in the root

directory of this account, clear thisfield if there is anything.

You can issue a firmware upgrade viaWEB or Menus. For using Menus to issue a firmware

upgrade please refer to the chapter 3 “Download Settings Menu” (Menu 6). For using web to

issue a firmware upgrade please refer to the chapter 4 “ Administrator’ s system page”. No

ok~ 0N

matter you issue the upgrade through web or menus, the underlying operation is exactly the
same, the following is a description of what you will see on the LCD screen in the whole
procedure.

At first you will see this screen and the two LEDs will all turn to red steady.
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Later there should be a progress percentage in the second line.

Then, the phone gets the complete firmware and reboot automatically

Note: The phone will take alittle longer time to reboot this time, because, |P-Phone will do
some extra checking to make sure the integrity of the newly downloaded firmware.

Error:

If you see the following screen that means the phone fail to contact the FTP server.

There are several possibilities:

1. FTPserverisnot working. (You can PING the server from your computer. You can even
login to the server from your computer to verify this.)

2. Theaccount information wrong. (Wrong username or wrong password)

3. Wrong FTP server address.

4. Thenetwork configuration of the phoneiswrong. (You can issue a PING from IP-Phone
to verify this.)

If you see the following screen that means the phone contact to the FTP server, but fail to
download file form server.

Usually, thisis caused by the following reasons:
1. Thefileisnot located in where you expect it to be. You can use your FTP client login to
the FTP server (using the same account) to verify this.
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2. Thefileisin position, but the folder setting on the phone iswrong.
3. Thefileisin position, the folder is correct, but the file name is wrong.
4. FTPserver died for any reason. (Very unusual case.)

5.2 Update Profile Through FTP

This section describes how to download the profile of the phone from FTP server to update
some specific settings on the IP-Phone. Actually, the procedure is almost the same as upgrade
firmware. The only difference is the file to be downloaded from FTP server. Just put the well-
formatted settings file on the specific directory on the FTP server and issue a profile download
viaweb or menus. The phone will refresh the settings according to the profile.

The format of the profile will be described in detail in the Auto Provisioning chapter.

5.3 Download Current Settings Of | P-Phone
This section describes how to download the current settings form the IP-Phone. Thisfunction is

only available on the web interface. Please login to the web page (Using administrator account)
and select system page. Press the following button in system page:
[ Download Settings ]

You will be prompted to provide the file name and location on your PC. After you confirm the
dialog box the whole settings of the phone will be saved in your PC. It islike a snapshot of the
current settings of the phone. Later, if you want to trace back to the settings of this moment, you
can ssimply upload thisfile to the phone, and the phone will be configured as if nothing ever
changed. Usually, you can use this as a backup of current settings, just incase you lost some
important SIP account or settings. You can always use thisfile to recover the settings.

5.4 Upload Profile Through Web
This section describes how to upload a profile through web interface. Please login to the web

page (Using administrator account) and select system page. Look for the following field in the
system page. It isright below the form and the buttons.

Select Profile to Upload: Browse

[ Lipload Profile ]

Press the button to locate where you put the profile. After that, press the button

| Upload Profile ]to upload the file through web.
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6.NAT Traversal

6.1 M echanisms
The NAT traversal has become avery important function for VOIP industry. Since more and

more network devices (especialy client devices) are behind a NAT, the network devices has to
make itself visible outside the NAT. Several mechanisms have been proposed. Basically, al try
to keep some specific port mapping unchanged in the NAT mapping table so that outer world
can traverse the NAT to communicate with the devices behind the NAT. In the following
sections we will discuss those NAT traversal mechanism implemented in our phone.

6.2 STUN (Simple Traversal of UDP through NAT)

The basic framework isto setup a STUN server in the public Internet. STUN client using a so
called BINDING request to query whether this client is behind a NAT and if it is behind a NAT,
find out the behavior of this NAT. Also, using binding request, STUN client can find out what is
the address and port look like form the point of view of STUN server (i.e. From the outer
world). To enable STUN, you have to do the following:

1.  You can use web or menu to set the NAT typeto STUN.

2. Setthe STUN server address.

3. Setthe STUN server port. (Default setting is 3478).

4. Savethe setting and reboot the phone.

6.3 SIPPING
This mechanism is only for keeping the SIP signaling port mapping on the NAT. The SIP server

has to support a specia optional method “PING”. Whenever the SIP server receives this
message it reply a 200 OK. Basicaly, if the“PING” request is frequent enough, the SIP
signaling port will keep mapping to the same port. Usually, the SIP server has to support media
route (RTPrelay) to relay the RTP. To enable SIP PING, you have to do the following:

1. You can use web or menu to set the NAT typeto SIP PING

2. Setthe PING interval.

3. Save setting and reboot the phone.

6.4 Port Mapping
This might be the most efficient and guarantee to be working way. Most of the NAT has a so-

called virtual server setting. You can set severa ports on the NAT that will be mapped to some
specific device behind the NAT. Some NAT can even let you set the transport protocol

©Copyright, All rights reserved, 2003. - 33 -



IP Phone Administrator Guide

(TCP/UDP). Whenever there is a packet receives from one of these ports, the NAT will transfer
this packet to the mapped devices. Actually, thisis force the NAT to keep the port mapping
directly. To enable Port Mapping you have to configure both the NAT and phone settings.

1

N o o s~ N

Set the virtual server on the NAT to reserve 3 UDP portsfor each phone.
For example, your phone has following configuration:

Address: 192.168.1.10

SIP signaling port: 5060

RTP port for channel 1: 8006

RTP port for channel2: 8008

You wish to use the following ports on the NAT:

SIP signaling port: 36000

RTP port for channel1: 36010

RTP port for channel2: 36012

Then you have to set the port mapping on the NAT to map 36000 to 192.168.1.10:5060,
map 36010 to 192.168.1.10:8006 and map 36012 to 192.168.1.10:8008.
Select the NAT type viaweb or menu as Port Mapping.

Set the Extern Router 1P to the public address of NAT.

Set the Extern Signal Port to 36000.

Set the Extern RTP Port 1 to 36010.

Set the Extern RTP Port 2 to 36012.

Save the setting and reboot.

6.5 UDP Heartbeat

The UDP Heartbesat is very similar to SIP PING. Except, UDP Heartbeat sending different
message to SIP server. This mechanism is keeping the SIP signaling port mapping only. Usually
the SIP server will support RTP relay to relay the media. The client will send packet
periodically through the SIP signaling port to keep the port mapping. No further settings are
required to enable this feature except to select the NAT type.

1
2.

Select the NAT Type viaweb or menu as Port Mapping.
Save the setting and reboot.
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7.1 Phone Number
Usually, the phone number will be the user part of the SIP URI. Usually, the SIP phone will be

assigned a number so that others can make call to this phone easily.

7.2 SIP server configuration
There are 4 server fields to be configured, SIP Proxy Server, Outbound Proxy Server Registrar

Server and Registrar Outbound Server. There are severa possibilities will require different
settings combination on these 4 server.

1. Most smplecase, you just configure the SIP Proxy Server and leave the other 3 empty.
If there is no outbound proxy required and no domain required and the proxy does
registration. Thisisthe most common case.

2. If the outbound proxy is required, you have to set the SIP Proxy Server and the
Outbound Proxy Server accordingly. Keep the Registrar and Registrar Outbound Server
empty.

3. If the SIP server requires using domain in your SIP URI, you have to set the domain to
the SIP Proxy Server and set the SIP server address to the Outbound Proxy Server.

4. If the SIP server require to register to different server other than the proxy and outbound
proxy, then set the SIP server and outbound server as required and set the Registrar
server aso.

5. If the SIP server require to register to different server other than the proxy and outbound
proxy and it also requires using domain in your SIP URI when doing registration, than
you have to set the SIP server and outbound server as required, set the domain for
registration to the Registrar Server and set the registrar to the Registrar Outbound
Server.

6. The server might use different service port. You have to change the Server Port setting
accordingly.

7. Some SIP server will require that your local port have to be larger than some specific
number for any reason. You have to change the local port accordingly. Be careful, when
you change the local port, you have to reboot the phone to make it work.

7.3 Registration
The settings for Registration have been described in the previous section in case 4 and 5. There

are several cases that will affect the registration behavior.
1. If the Registrar Server is empty, the phone will use SIP Proxy Server asthe host field in
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SIP URI for registration.

2. If the Outbound Proxy Server is not empty, then the registration message will be sent to
the Outbound Proxy Server.

3. If the Registrar Server is not empty, the host field in SIP URI uses the Registrar Server
setting.

4. If the Registrar Outbound Server is not empty, the registration message will be sent to the
Registrar Outbound Server.

7.4 Authentication
Both registration and call service will require authentication. You have to set the username and

password viaweb or menu.

75Calle ID
You can decide to send or hide the caller ID when making a call to others. In SIP we use the

DisplayName field in the SIPsignaling as caller ID. If the caller ID is enabled, what you set in
the DisplayName field will be sent to the callee asthe caller ID. IF the DisplayName is empty,
the phone will send the phone number instead. If caller ID is disabled, the DisplayName field in
the SIP message will be empty.

7.6 RTP Port
You can change the RTP port if it is required for any reason. There is one restriction, that is the
RTP port has to be even number and the port isfor both send and receive.

7.7 Audio CODEC
1. Audio Codec Preferencelist: There are 4 different audio codec supported in this phone.

(G.723.1 and G.729 are optional and might not be available in your phone.) You can
arrange them by assign priority for each of them. When you modify the priority of asingle
audio codec, the others will rearrange accordingly.

2. Packet Time: You can select the preferred packet time according to the network traffic.
Sometimes, in aheavy network alarger packet (Larger Packet Time) will get better voice
guality because the packet has better chance to be received. But, larger packet time also
introduces larger delay time. So, it’s atrade off.

3. For G723.1 Audio codec, there is another settings for choosing high bit rate or low bit rate.

7.8 User Name For URL

Sometimes, the SIP server requires using a non-numeric username for your SIP URI. Since we
use phone number as default username, it can’t be a non-numeric string. So, you have to set this
field, to force the phone using this setting instead of the phone number in your SIP URI.
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7.9 Optional SIP Header

If thereisany additionally SIP headers that are not exist in the regular SIP message of this
phone and is amust for some SIP server, you can use these two fields to force the phone using
these headersin al SIP messages. The format for optiona header field is:

headername: header value
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8. Auto Provisioning

8.1 Auto Provisioning M echanism

There are two mgjor reasons to create auto-provision framework. First, this framework
aim to provide a way to make the phone automatically get ready without tedious SIP setting.
Second, this framework aim to provide away to let the phone automatically sync with the latest
settings and the latest firmware. Only FTP server and IP-Phone are involved in the framework.
Also, the administrators who maintain the database on the FTP server are the key person of this
framework.

Basically, our Auto Provisioning System (APS) follows a so-called “ plugndial”
mechanism. This mechanism requires the special folder structure, which reflects the MAC
address of the devices. Thus, al devices have its unique folder. When the phone boot up, it will
automatically download and examine a special formatted configuration file and update the
phone’ s setting according to thisfile. The operation of this phone is dightly different to the
original plugndial mechanism. This phone will download the checksum file first. Usually, the
checksum fileis prepared to verify the downloaded fileisvalid. In our APS mechanism, we use
this checksum file to verify whether there is any change in the configuration file. Our phone
also calculates the checksum according to the current settings on the phone. If the two
checksums are exactly the same, that means nothing changed since last synchronization,
download the whole profile is not necessary in this case. The following is a description of how
to prepare the FTP server to perform this function.

1. Instal and make sure the FTP server isworking well.

2. For each device, create an account for it. (You may use one account for all devices or
group of devices)

3. For each device, create its own unique folder according to its MAC address. For example,
adevice has MAC address 0003C9005050 will require to create a folder [/0003/c900].

4. Thereshould be at least 2 filesin thisfolder, and if necessary, afirmwarefile also.
A. 0003c9005050.txt: Thisisthe configuration file. Thisis the core of whole framework.
B. 0003c9005050.md5: Thisisthe MD5 encoded checksum of the configuration file.
C. Ipphone.bin: Thisisthe firmwarefile. (Not necessary to be here)
The format of the configuration file will be described later. The MD5 checksum widely
used in the Internet | will describe how to generate thisfile by a free tool later.
(Note: The filename before the extension name is exactly the same as MAC addressin
Hex format and in lower case.)

After preparing the server, you can turn on the “Enable Auto Provisioning” flag of the phone
through web. The following is a description of how the phone performs the auto-provisioning
function.

1. Download the 0003c9005050.md5 (/0003/c900/0003c9005050.md5). Calculate the
checksum and compare with the downloaded file to see whether they are the same. If they
are the same, go to step 2. If they are not the same, go to step 3.

If the result is the same, the phone does nothing.

If they are not the same that means there should be something changed in the configuration
file. Download the 0003c9005050.txt (/000c/c900/0003c9005050.txt)

4. Parsethe configuration file and configure the phone is any settings changed.

whmn
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5.  Examine the firmware version in the configuration file compare with the current running
version. If the firmware version didn’t change but some configuration has been changed,
the phone will reboot automatically. If the firmware version changed, the phone will
download the firmware according to the settings in the configuration file. Then reboot the
phone. No matter the firmware or the phone settings changed, the phone will reboot
automatically after updating.

The phone will automatically perform this procedure when booting and every 24 hours.

Checksum file:
Here's adescription of how to use afree tool (mdSsummer.exe) to generate the .md5 file

inyour FTP server:

1. Get an md5 tool. You can get afree tool mdSsummer.exe from the following link:
http://www.md5summer.org/downl oad.htm|

2. Preparethe configuration file and put it in the specific location in the server. The format of
the configuration file is described in the next section.

3. Launch the md5summer.exe. The following window will pop up and prompt you to select
the folder where the file you are going to calculate is located. Click on the folder and press

the button.
u HD5snmmer g@

Pleaze select the root folder:
+-7) Archieve ~
+-{7) debug message h |
+-3 From ST
=-{5) |FP200651P
=3 Download

=3 0003

=) ca00
=) EEPROM

- Pri D
[5) project

£ (3 S .
+- 7 sylantolab Il

’ Create sums ” Werify sums ” Ahot ]

4. Thefollowing window should pop up
HCreate list of files to som g@

Falders: Murnber af [tems: 0

= 0003:9005050.md5 n
0003:9005050.md5. bak
00033005050 md2.new.m

[Z] 0003c3005050 14t
00039005050, st APS
00039005050, txt bak
0003c9005050 bt arig

|‘.3=_u| A0Z3 apa.tat

r.;_ﬂl aps_ 023 bt

aps_ 5023t bak -]
[ —"y ‘o — L J
|  Selectéll ||  ClearList |
[ Add ] [ Add recursively ]
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5. Click on the list in the left to sdlect the file and click to add this fileto list in
the right. Or you can just double click on the list in the left to add it.

HCreate list of files to sum g@
Folders: Murnber af [terms; O
0003=9005050. md5 A CAWorkIP200651IPMDownloadwd 00330
00039005050, md5. bak.

000323005050, md5. new. m
| 000323005050t
0003c9005050. bt APS
00039005050 bt bak
00033005050, . orig

E’I R023. aps.tut

E’I aps B023 bt
aps_5023 ket bak

=" <

| Selectéll || ClearList | ’
[ Add ] [ Add recursively ]

W

] ] ’ Cancel

6. Press w to start calculating, the following cal culation window will pop up. .

....... File |I{D L Hash I
a 00032005050 txt alboczf8f85867%ecacael 76 flcaell 2430

g_'r' Unprocessed Batch (1 of 1 Eli.llnfmmahm

— ath:
@ 0K/ Done JLs L4/ ork MIP200651PAD owrload'000
_ File: M arme:

@ Processing ; Q0039005050 bt

'. Error [0 2o far] Size

Elapzed Time

7. Itwon't take long a save to dialog box will pop up and prompt you to specify the location
and file name to save the calculation result. By default, the file name will be the same as
the source filename, in this case “0003c9005050” and by default the extension is“md5”. |
suggest just using the default. Now you have the 0003c9005050.md5 in the specific folder.

The resulting md5 file should have the content ook like the following:

albc2f8f85867ecacel 76f0cae812d30 * 0003c9005050.txt
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8.2 The Format of Configuration File
Theformat of the configuration will look likethis:
[COMMON]

dhcp_enable=0

GetFtpConfigFile=0

GetFtpCodeUpgrade=0

SavelnFl ashAfterSetup=0
RebootAfterSetup=0

ftp_server=192.168.5.20

ftp_user=root

ftp_password=1234

ftp_folder=null
config_filename=0003c9000050.txt
firmware_filename=IpPhone.bin
BoardName=1p2006SIP

fix_ip=192.168.5.21
subnet_mask=255.255.255.0
default_gateway=192.168.5.1
outboundproxy=null

NbPhonesInUse=1

NbCallsPerChannel=2

echo_cancel_enable=1

silence_suppression=0

codec_order=0,1

g723 hitrate=1

g726_hitrate=5

dsp _code type=1

packet_time=1

min_jitter_time=0

ui_language=0

additional _codec=0

vlan_id=0x000

vlan_priority=0

vlan_enable=0
dia_tone=1,425,425,-8,8000,0,0,0,0,0,0,0
busy_tone=1,425,425,-3,6000,6000,0,0,0,0,0,0
ringback_tone=1,425,425,-3,3200,1600,3200,16000,0,0,0,0
ring_pattern=1,645,20,-10,8000,16000,8000,16000,0,0,0,0
lcd _contrast=20

telnet_password=df 8c bc 5b 9e 0e f7 91
max_jitter_time=60

authentic_id=5021
authentic_password=password
tx_gain_handset=8

tx_gain_handfree=8

rx_gain_handset=9

rx_gan_handfree=13

rx_gan_ring=14

side tone gain=3

send callerid=1
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sip_displayname=null
Sip_server=192.168.2.17
primary_dns=168.95.1.1
send_dtmf=3
sip_registrar=null
ntp_server=140.112.2.189
time_zone=40
daylight_saving=0
oem_model=SIP Phone
pppoe_ac_name=null
pppoe_service_name=null
ppp_id=null
ppp_password=null
pppoe_reconnect=0
phone_number=5021
ChannelName=nulll
rtp_port=8006,8008
sip_client_port=5060
clir_enable=1

always forwardto=null
handfree_mode=1
mute_mode=1
Ipqos=0x00

tone_type=9

ring_type=9
do_not_disturb=0

dia _timeout=20000
wait_dial_timeout=20000
busy_timeout=40000
ringback_timeout=60000
ringing_timeout=60000
autoanswer_time=1000
callsent_timeout=3000
calling_timeout=20000
answer_timeout=5000
register_expiration=60
alphabetic_timeout=2500
dtmf_payload type=97
multi_line=1

subscribe voicemail=0
redia_directly=0
conference_enable=1
fwd_always=0
fwd_aways uri=null
fwd_onbusy=0
fwd_onbusy_uri=null
fwd_noanswer=0
fwd_noanswer_uri=null
pppoe_enable=0
outbound_registrar=null
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Sip_server_port=5060
admin_id=admin
admin_password=1234
user_id=user

user _password=1111
auto_answer=0
program_button 1=0
program_button 2=0
program_button 3=0
program_button 4=0
program_button 5=0
phone_lock=0
speeddial_O=null
speeddia_1=null
speeddial_2=null
speeddial_3=null
speeddia_4=null
speeddial_5=null
speeddia_6=null
speeddial_7=null
speeddia_8=null
speeddial_9=null
secondary_dns=63.250.206.138
sip_userid=null

nat_type=0
stun_server=0.0.0.0
stun_server_port=3478
custom_sipheader 1=null
custom_sipheader _2=nulll
Sip_ping_interval=6000
oem_company=Company Name
oem_firmware_version=null
oem_config_version=Cfg:1.0.04
agc_enable=1

http_service port=80
service_number=Service TEL Number
external_router_ip=null
external_sip_port=5060
external_rtp_port1=8006
external_rtp_port2=8008
frame_per packet=1
prefix_number=null
CallerBlocking_O=null
CallerBlocking_1=null
CallerBlocking_2=null
CallerBlocking_3=null
CallerBlocking_4=null
CallerBlocking_5=null
CallerBlocking_6=null
CallerBlocking_7=null
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CallerBlocking_8=null
CallerBlocking_9=null
voicemail_server=null
auto_provisioning=0

Here sadetail description of each field and valid values:

Field Name Description Valid Value
[COMMON] Reserved, do not change.

dhcp_enable Enable/ Disable DHCP 1: enable O: disable
GetFtpConfigFile Reserved, do not change.

GetFtpCodeUpgrade Reserved, do not change.

SavelnFlashAfterSetup [Reserved, do not change.

RebootAfterSetup=0

Reserved, do not change.

ftp_server FTP server address. IP address.
ftp_user FTP account user name. Valid FTP user
name.
ftp_password FTP account password Valid FTP user
password.
ftp_folder Folder where firmware located. Note: InAPS  (Valid FTPfolder

system, the configuration file folder is fixed
can’'t be changed. This folder setting only
indicates where the firmware located. Also, this
folder will be used to indicate the configuration
file location when doing a manual profile
download.

config_filename

Configuration file name. Note: In APS system,
the configuration file nameisfixed can’t be
changed. However, you still can issue aprofile
download through web by specifying the file
name here.

Valid file name.

firmware filename

Firmware file name.

Valid file name.

BoardName Reserved

fix_ip The static |P address. |P address
subnet_mask The static Subnet Mask. Valid subnet mask
default _gateway The static Router (Default Gateway) IP address
outboundproxy The SIP outbound proxy Domain name

NbPhonesinUse

Reserved, do not change.

NbCallsPerChannel

Reserved, do not change.

echo _cancel_enable

Enable/Disable echo cancellation

1: enable O: disable

silence suppression

Enable/Disable silence suppression

1: enable O: disable

codec_order Preferred codec order. Currently, you can 0:G.711-ulaw
specify up to 4 in the list. However, the G723 |1:G711-alaw
and G729 are optional. You haveto apply the |2:G723
license to use these codec and then enableit via|3:G.729
feature keys.

g723 bitrate Bit rate used by G.723.1 0:5.3KBps

1:6.3KBps
g726 bitrate Reserved, do not change.

dsp code type

Reserved, do not change.
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packet_time Packet time (currently, only 0,1,2 isvalid.) 0:101:20 2:30 3:40
4:50 5:60 6:70 7:80
min_jitter_time Minimum jitter time 0~255
ui_language Reserved, do not change.
additional _codec Reserved, do not change.
vlan id VLAN ID 3 digits hex value
vlan priority VLAN Priority 0-7. 0 isthe highest.
vlan enable Enable/ Disable VLAN 1: enable O: disable
dia_tone The dial tone configuration. The format of this
patternis
Mix,F1,F2,F3,dbm,t1on,t1off,t20n,t20ff,t30n,t3
off ,t4on,t4off.
Mix: Mixing way, 0:F1XF2, 1:F1+F2: 3:F1/F2
F1: Frequency 1
F2: Frequency 2
dbm: loudness factor. (-30~+3)
tlon: On duration 1, 1 second = 8000.
t2off: Off duration 1, 1 second= 8000.
The other on,off period is using the same
format astlon and t1off.
busy tone Same format asdial_tone
ringback_tone Same format as dial_tone
ring_pattern Same format as dial_tone
lcd contrast Reserved, do not change.
telnet_password Telnet password in hash format.
max_jitter_time Max jitter time.
authentic id Authentication user ID
authentic_password Authentication user password
tx_gain_handset Handset transfer gain 1~12
tx_gain_handfree Handfree transfer gain 1~12
rx_gain_handset Handset receive gain 1~12
rx_gain_handfree Handfree receive gain 1~14
rx_gan ring Ring gain 1~14
side tone gain Sidetone gain 1~12
send callerid Send caller ID or not 1:Send O:Hide
sip_displayname Display name 32 characters string
Sip_server SIP Server 64 characters string
primary dns Primary DNS IP address
send_dtmf DTMF type 0: None
1: In-band
2: RFC-2833
3: RFC-2833 &
inband
4. SIPINFO
Sip_registrar SIPREGISTRAR 64 characters string
ntp_server NTP server IP address
time_zone Time zone 0~51

daylight_saving=0

Enable / Disable daylight saving time

1: enable O: disable
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oem_model Model name 20 characters string

pppoe _ac _name Reserved, do not change.

pppoe_service name Reserved, do not change.

ppp_id PPPOE user 1D 64 characters string

ppp_password PPPOE user password 64 characters string

pppoe_reconnect Reconnect if disconnect by ISP 1: enable O: disable

phone number Phone number assign to this phone. 20 characters string

ChannelName Reserved, do not change.

rtp_port RTP Port for channel 0 and channel 1. Two valid port
number separated by
a'’

sip_client port SIP client port Valid port number

clir_enable Reserved, do not change.

aways forwardto Reserved, do not change.

handfree_ mode=1 Reserved, do not change.

mute mode=1 Reserved, do not change.

ipgos=0x00 QOSid. 0~255

tone type Build in tone type. 0~9

ring_type Build in ring type. 0~9

do not_disturb Enable/Disable do not disturb 1: enable O: disable

dia_timeout Dialing timeout 16bit word in ms

wait_dial_timeout Dial tone timeout 16bit word in ms

busy timeout Busy timeout 16bit word in ms

ringback _timeout Ringback wait remote answer timeout 16bit word in ms

ringing_timeout Ringing timeout 16bit word in ms

autoanswer_time Auto Answer timeout 16bit word in ms

callsent_timeout Call Sent timeout 16bit word in ms

calling_timeout Calling timeout 16bit word in ms

answer_timeout Answer timeout 16bit word in ms

register_expiration=60 |Registration expiration time 16bit word in
seconds

alphabetic_timeout Alphabetic input timeout 16bit word in ms

dtmf_payload type DTMF payload type for RFC2833 96,97

multi_line Multi-Line support. (Use 2-lines) 1: enable O: disable

subscribe_voicemail Subscribe the Message Summary (Standard 1: enable O: disable

MWI implementation)

redia_directly Redial immediately dial out. 1: enable O: disable

conference enable Enable conference function. 1: enable O: disable

fwd always Enable forward unconditional 1: enable O: disable

fwd_always uri Unconditional forward number 64 characters string

fwd onbusy Enable forward on busy 1: enable O: disable

fwd_onbusy uri Forward on busy number 64 characters string

fwd_noanswer Enable forward on no answer 1: enable O: disable

fwd_noanswer_uri Forward on no answer number 64 characters string

pppoe_enable Use PPPOE 1: enable O: disable

outbound_registrar Outbound server for REGISTRAR. Similar to |64 characters string

the outbound proxy for SIP server.
Sip_server port SIP Server port Valid port number
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admin_id

Administrator user name

20 characters string

admin_password

Administrator password

20 characters string

user id

User level user name

20 characters string

user password User level password 20 characters string
auto_answer Enable / Disable Auto Answer 1: enable O: disable
program_button 1 Function of programmable button 1 0:Speed dial
1:Call Record
2:Phone book
3:Call Forward
4:Conference
5:Lock IP-Phone
6:Use DND
7:Hot Speed dial
program button 2 The same as programmabl e button 1 The same as above
program_button 3 The same as programmabl e button 1 The same as above
program_button 4 The same as programmabl e button 1 The same as above
program_button 5 The same as programmabl e button 1 The same as above

phone lock Lock the phone. 1: enable O: disable
speeddia 0 Speed dial map to keypad 0 64 characters string
speeddial 1 Speed dial map to keypad 1 64 characters string
Speeddia 2 Speed dial map to keypad 2 64 characters string
speeddial 3 Speed dial map to keypad 3 64 characters string
Speeddia 4 Speed dial map to keypad 4 64 characters string
speeddial 5 Speed dial map to keypad 5 64 characters string
speeddial 6 Speed dial map to keypad 6 64 characters string
Speeddial 7 Speed dial map to keypad 7 64 characters string
Speeddial 8 Speed dial map to keypad 8 64 characters string
Speeddial 9 Speed dial map to keypad 9 64 characters string
secondary dns Secondary DNS server IP address
Sip_userid SIP user 1D use in contact and from header. 64 characters string
nat_type NAT traversal mechanism 0: None

1: STUN

2: SIPPING

3: Port Mapping

4. UDP Heartbeat
stun_server STUN server address IP address

stun_server_port

STUN server port

Valid port number

custom_sipheader 1

Customer specific SIP header 1

48 characters string

custom sipheader 2

Customer specific SIP header 2

48 characters string

Sip_ping interval

The interval for sending SIP PING message.

16 bit word

oem_company

Company name show on the phone.

48 characters string

oem_firmware version

Firmware version shows on the phone.

32 characters string.

oem_config_version

Profile version shows on the phone.

32 characters string.

agc _enable

Reserved, do not change.

http_service port

Service port for HTTP (WEB) configuration.

Valid port number

service_number

Service telephone number shows on the phone.

20 characters string

external_router ip

External router |P address for port mapping.

IP address

external_sip_port

Externa port for SIP signaling for port
mapping

Valid port number
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externa_rtp_portl

External port for RTP channel 1 for port
mapping.

Valid port number

externa_rtp_port2

External port for RTP channel 2 for port
mapping.

Valid port number

frame per packet

Reserved, do not change.

prefix_number=null

Reserved, do not change.

CalerBlocking O

Prevent the call from thisID.

64 characters string

CalerBlocking 1

Prevent the call from this ID.

64 characters string

CalerBlocking 2

Prevent the call from thisID.

64 characters string

CalerBlocking 3

Prevent the call from this ID.

64 characters string

CadlerBlocking 4

Prevent the call from thisID.

64 characters string

CalerBlocking 5

Prevent the call from this ID.

64 characters string

CalerBlocking 6

Prevent the call from thisID.

64 characters string

CallerBlocking 7

Prevent the call from this ID.

64 characters string

CallerBlocking 8

Prevent the call from this ID.

64 characters string

CalerBlocking 9

Prevent the call from thisID.

64 characters string

voicemail server

Voice mail server.

64 characters string

auto_provisioning

Enable / Disable auto-provisioning.

1: enable O: disable
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The End of Document

Part No. : 671-000594 (AG)
D-Code : R2-30714
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